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TCVN 7817-5:2026
L&i néi dau

TCVN 7817-5:2025 hoan toan twong dwong véi ISO/IEC
11770-5:2020.

TCVN 7817-5:2025 do Ban Co yéu Chinh pha bién soan, B6
Quéc phong dé nghi, Uy Ban Tiéu chuan Do lwéng Chét lwong
Qubc gia thdm dinh, B6 Khoa hoc va Cong nghé céng bé.

B6 tiéu chudn TCVN 7817 Cdéng nghé thong tin - Ky thuat an
toan - Quan ly khéa, gébm 07 phan:

- TCVN 7817-1 Phan 1: Khung téng quan.
- TCVN 7817-2 Phan 2: Co ché s dung k¥ thuat déi xirng.

- TCVN 7817-3 Phan 3: Céac co ché st dung ky thuat phi dbi
xirng.

- TCVN 7817-4 Phan 4: Co ché dwa trén bi mat yéu.
- TCVN 7817-5 Phan 5: Quan ly khéa nhom.
- TCVN 7817-6 Phan 6: Dan xuét khoa.

- TCVN 7817-7 Phan 7: Xac thuc trao déi khéa dwa trén mat
khau lien mién.
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L&i gidi thigu

Trong mét sb (rng dung, can thiét phai chia sé khéa mat ma bi mat gitba mdt nhém cac thue thé. Hon
nira, trong mét sb trung hop, tap thanh vién chinh xac ctia nhédm céac thuc thé chia sé khoéa cé thé thay
ddi theo thoi gian.

Tiéu chuan nay dé cap dén cac ky thuat cho phép mét khéa bi mat dwoc chia sé bi tt ca cac thanh
vién ctia mdt nhém xac dinh, v&i sw ho tror ciia mét bén thér ba dang tin cay dwoc goi la trung tdm phan
phdi khoa. Cac bwéc vé viéc thém va xda thanh vién khai nhom ciing dwoc quy dinh.
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TIEU CHUAN QUOC GIA TCVN 7817-5:2026

Cong nghé thong tin — Cac ky thuat an toan — Quan ly khéa -
Phan 5: Quan ly khéa nhém

Information technology — Security techniques — Key management - Part 5: Group key management

1 Pham vi ap dung

Tiéu chuan nay quy dinh cac co ché dé thiét 1ap cac khoa ddi xirng dwoc chia sé & trong cac nhém thuc
thé. N6 dinh nghia:

- Céac co ché thiét lap khoéa dwa trén mat ma khéa dbi xtrng cho nhiéu thye thé st dung mét trung tam
phan phéi khéa (KDC); va

- Co ché thiét 1ap khoéa ddi xirng dwa trén cAu tric khda logic dang cay tbng quat, bao gdm ca viéc tao
lai khda ca nhan va tao lai khda theo 16.

Tiéu chuan nay ciing dinh nghia cac co ché thiét 1ap khoa dwa trén chudi khoa, véi an toan vé phia trudc
clia nhém, an toan vé phia sau ctia nhém hodc ca hai.

Tiéu chuan nay cling mé ta ndi dung can thiét clia cac thdng diép mang nguyén liéu khéa hodc can thiét
dé thiét 1ap cac diéu kién ma theo d6 nguyén liéu khéa co thé dwoc thiét 1ap.

Tiéu chudn nay khéng quy dinh théng tin khéng lién quan dén cac co ché thiét 1ap khoa, ciing nhu khdng
quy dinh cac théng diép khac nhw cac théng bao 16i. Binh dang ré rang cla cac théng diép ndm ngoai
pham vi cua tai liéu nay.

Tiéu chuan nay khéng quy dinh cac phwong phap dwoc st dung dé thiét 1ap cac khoa bi mat ban dau
can dwoc chia sé gitra mbi thue thé va KDC, cling nhw quan ly vong ddi khéa. Tai liéu nay ciing khéng
dé cap mot cach rd rang dén van dé quan ly khoa lién mién.

2 Tai liéu vién dan

Céc tai liéu tham chiéu dwéi day, toan bd hodc mét phan, dwoc coi la yéu cau ciu thanh cda tiéu chuan
nay. Déi v&i cac tham chiéu co thoi gian, chi phién ban dwoc chi dinh la cé gia tri. i véi cac tham chiéu
khéng cé thei gian, phién ban ma&i nhat cda tai liéu dwoc tham chiéu (bao gdbm moi siva dbi) sé dwoc ap
dung.

TCVN 12197(ISO/IEC 19772) Céng nghé thong tin - Céc ky thuat an toan - M& héa c6 st dung xac thuc

TCVN 7817 (ISO/IEC 11770) Céng nghé théng tin - Ky thuét an toan - Quén ly khéa - Phan 6: Dan xuét
khoa

3 Thuat ngir va dinh nghia

Trong tiéu chuén nay, ap dung cac thuat ngi¥ va dinh nghia sau day:
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3.1

Hoat dong (active)

Trang thai ctia mot thue thé ma trong d6 thuwe thé o6 thé nhan dwoc khéa bi mat ding chung (3.24)
3.2

Khéa t6 tién (ancestor key)

Khéa tb tién cua thwc thé x (ancestor key of an entity x)

Khoa mat ma trong mot hé théng phan cap khoéa logic (3.17) dwoc gan cho mét nit nam trén dwdng dan
trwe tiép tir nat I (3.16) twong ng véi khda ca nhan (3.11) cha x dén nat gbe (3.23).

CHU THICH: Khoa t6 tién 1a khéa bi mat diing chung hodc khéa méa héa khéa.

3.3

An toan phia sau vé&i khoang T (backward secrecy with interval T)

Trang thai an toan trong d6 mot thwc thé tham gia vao mét tap hop cac thuwc thé tai thoi diém t =t, khong
thé c6 dwoc bat ky khda bi mat nao da dwoc thiét 1ap gitra cac thuc thé nay tai bat ky thoi diém nao
trwdct, - T.

3.4
Tao lai khéa theo 16 v&i khoang T (batch rekeying with interval T)

Phwong phap tao lai khéa trong dé khéa bi mat dung chung (3.24) va, theo tuy chon, khéa ma héa khéa
(3.15) dwoc cap nhat theo mbi khoang thi gian T (xem Diéu 4).

3.5

Khéa con (child key)
Khéa con cho nut w (child key for a node w)

Khoa ma trong hé théng phan cap khoa logic (3.17) dwgc gan cho mét nat w khéng phai la nat goc

CHU THICH: Khéa con phai [a mot khéa ma héa khéa hodc mét khéa ca nhan.
3.6

Nut con (child node)
Nut con cua nat w (child node of a node w)

Nut trong cay (3.25) lién ké v&i nat w va w nam trén dwéng dan duy nhét gitba nat dé va nat gbe (3.23)

3.7
Cay d-ary (d-ary tree)

Mot cay (3.25) trong d6 mdi nut cé d nut con (3.6) ngoai trir cac nut la (3.16) trong cay

3.8

An toan vé phia trwéc véi khoang T (forward secrecy with interval T)
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Trang thai an toan trong dé mét thuc thé roi khdi mét tap hop cac thue thé tai thoi diém t = t, khéng thé
c6 dwoc bat ky khoa bi mat nao dwoc thiét 1ap gitra cac thuc thé nay tai bat ky thoi diém nadosau t, + T.

3.9
An toan vé phia sau ctia nhém (group backward secrecy)

Trang thai an toan trong d6 mét thuwc thé tham gia vao mdt nhém cac thuwe thé khong thé cé dwoc bat ky
khéa bi mat nao da dwoc thiét 1ap trwdc d6 gitka cac thuye thé nay.

3.10
An toan vé phia trwéc cia nhém (group forward secrecy)

Trang thai an toan trong dé mét thuc thé roi khdi mot nhom cac thue thé khong thé co dwoc bat ky khoa
bi mat nao dwoc thiét |ap sau dé gitra cac thuc thé nay.

3.11

Khéa ca nhan (individual key)

Khoa dwoc chia sé gitra trung tam phan phdi khéa (3.14) va méi thuc thé.
3.12

Tao lai khéa ca nhan (individual rekeying)

Phwong phap tao lai khéa trong dé khéa bi mat dung chung (3.24) va, tuy chon, cac khéa ma hoéa khda
(3.15) dworc tao lai khi mét thwe thé tham gia hodc roi di.

3.13
Chubi khéa (key chain)
Tap cac khda mat ma khéng nhét thiét phai doc lap.

3.14

Trung tam phan phéi khéa (key distribution center)
KDC
Mot thwe thé dworc tin cay dé tao méi hodc thu thap, va phan phdi khéa dén cac thwc thé

3.15

Khéa ma héa khéa (key encryption key)

Khoa mat ma dwoc st dung d& ma hoa hodc gidi ma cac khéa khac
[NGUON: TCVN 11295 (ISO/IEC 19790:2012)]

3.16

Nut la (leaf node)

Nut trong cay (3.25) ma khéng c6 nut con (3.6).
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3.17
Hé théng phan cap khéa logic (logical key hierarchy)
M6t cay (3.25) dwoc str dung dé quan ly khoa bi mat dung chung va cac khéa ma héa khéa (3.15).
3.18
CAu trac khéa logic (logical key structure)
CAu truc logic dé quan ly khoa
CHU THICH: Viéc lwa chon hé théng phan cap khda logic khéng phu thudc vao cAu trac lién két mang.
3.19
Ham mét chiéu (one-way function)

Ham cd tinh chat 1a dé dang tinh dwoc dau ra déi véi mot dau vao cho trwdc, nhung viéc tim mot dau
vao twong trng véi moét dau ra cho trwde lai la bat kha thi vé mat tinh toan

3.20

Ham dan xuat khéa mét bwéc (one-step key derivation function)

OKDF

DPay 1a mot ham dan xuéat khéa (KDF) chi hoat dong trong mét giai doan duy nhét, trai nguwoc véi cac
KDF khac yéu cau hai giai doan tach biét la trich xuat khéa va mé rong khéa

[ISO/IEC 11770-6:2016]

3.21

$6 ngau nhién (random number)
Tham s6 bién thién thdi gian c6 gia tri khong thé doan truére.
[ISO/IEC 11770-1:2010]

3.22
Tao lai khéa (rekeying)

Qua trinh cap nhat va phan phéi lai khda bi mat dung chung (3.24) va, tuy chon, cac khéa ma hda khéa
(3.15)

CHU THICH: Qua trinh nay dwoc thwe hién béi trung tam phan phéi khoa.
3.23

Nut géc (root node)

Nut dac biét dwoe xac dinh duy nhét trong cay

3.24

Khoéa bi mat dung chung (shared secret key)

Khoa duoc chia sé vdi tat ca cac thue thé hoat dong théng qua mét co ché thiét Iap khdéa cho nhiéu thuye
thé
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3.25

Cay (tree)

Db thj liéen thong, khéng cé chu trinh véi mot nat dic biét dwoc xac dinh 1a nat gbc (3.23)
4 Ky hiéu va thuat ngiv viét tat

COM(X,Y)  ham tao ra mot khéa tlr cac muc di¥ liéu X va Y, dwoc thiét ké dé st dung lam khoa
cho thuat toan ma héa dang dwgc dung

CUT(k,S) ham tao ra mot chudi con c6 d6 dai k bang voi cac bit o trong s6 thap nhat clia mot
chudi bit S

d sb lwong nat con cia mét nat khéng phai nat 14 (xem thuat nglv cay d-ary)

e(K,2) két qua ctia viéc ma hda di¥ liéu Z bdng mét thuat toan ma hoa déi xirng, st dung
khda bi mat K

h sb lwong nat trén duong di truc tiép tr mot nat 14 dén nat gbe

Ka, i(X) khoa t6 tién cho thuc thé x tai tng thir J, tinh tir nit gbc

KBw, i khoa vé phia sau cho thoi diém i

Kc,w khda con dwgc gan cho nat w

KFw, i khoa vé phia trwéc cho thoi diém i

Ki khoa ca nhan

Kj(x) khéa ca nhan dwoc chia sé gitra thuc thé X va trung tam phan phéi khoa

KKE,w khoéa mé hoa khoa dwgc gan cho nut w

Kss khoa bi mat dung chung

KDC trung tdm phan phdi khéa

m sb lwong thuye thé két ndi véi trung tam trong céu truc hinh sao

OKDF1 ham dan xuat khéa mot buwéc nhan mét dau vao duy nhat da dwoc dinh nghia trong
TCVN 7817-6 (ISO/IEC 11770-6)

OKDF6 ham dan xuat khéa mot bwdc nhan mot khoa va div liéu dau vao nhw da dwoc

dinh nghta trong TCVN 7817-6 (ISO/IEC 11770-6)

OWF ham mét chiéu dwoc siv dung trong viéc tinh toan mot chudi khéa

'BW, init s6 ngéu nhién dung dé khéi tao chudi khéa phia sau

W init s6 ng&u nhién dung dé khéi tao chudi khéa phia truéc

T dd dai cua khoang théi gian dwgc sir dung trong viéc tao lai khéa theo 16

I toan tl nhi phan biéu thi sy ghép cac muc di liéu
5 Cacyéucau
Cac co ché thiét 1ap khéa dwoc chi ra trong tai liéu nay cho phép thiét 1ap cac khda bi mat dung chung

trong mét nhém céac thue thé dwoc xac dinh bang cach sir dung truyén tin da hwéng. D& ddm bao an

10
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toan, cac co ché nay tich hop mét quy trinh cap nhat khéa dwoc st dung khi mét thwe thé méi tham gia
hodc mot thuc thé hién co roi khdi nhém.

a) Cac co ché dwoc quy dinh trong tai liéu nay cung cp hodc an toan vé phia sau ctia nhém va an
toan vé phia trwéc clia nhém, hodc an toan vé phia sau va an toan vé phia trwéc véi cac khodng
thoi gian. Loai an toan vé phia sau/vé phia trwéc ctia nhém nén dworc lwa chon tiy thudc vao cac
yéu cau an toan cla trng dung cu thé. Loai thudc tinh an toan vé phia sau/vé phia trwéc ctia nhém
dwoc xac dinh b&i Iwa chon clia phwong phap tao lai khéa: tao lai khéa ca nhan cung cép an toan
vé phia sau/vé phia trwéc clia nhém, va tao lai khéa theo 16 cung cAp an toan vé phia sau/vé phia
trwdc voi cac khodng thoi gian. Viéc st dung tao lai khéa theo 16 yéu cau lwa chon tham sé khoang
thoi gian 7. Phwong phap tao lai khoa va thiét [ap tham s cé anh hwéng manh mé dén yéu cau
an toan. Do d6, chung phai dwoc xac dinh theo chinh sach bao mat cua (rng dung.

b) Cac ky thuat ma héa ddi xirng, nhw dwoc yéu cau cho cac co ché dwoc quy dinh tai Diéu 6, phai
dworc lwa chon trong sé da dwoc chuan héa trong TCVN 12197(ISO/IEC 19772).

c) Khoa bi mat dung chung dworc thiét lap bang cach sir dung kénh lién lac an toan hodc khéng an
toan. M6i khoa ca nhan sé duorc trao ddi gitva KDC va méi thwc thé bang kénh an toan dé cho phép
lién lac an toan. Kénh lién lac an toan 1a kénh ma ké tan cong khong thé nghe lén hodc can thiép
vao cac théng diép trong kénh.

d) Cac co ché thiét 1ap khoa chinh trong tai liéu nay yéu cau st dung cac sé ngau nhién dé tao ra
khoa bi mat dung chung, va theo tuy chon, cac khéa ma héa khéa. Dé biét cach tao cac sbé ngiu
nhién, xem tiéu chudn TCVN 12853 (ISO/IEC 18031).

e) Phu luc A dinh nghia cac ma dinh danh dbi twong theo TCVN 10583 (ISO/IEC 9834, tat ca cac
phan) dwoc sir dung dé dinh danh cac co ché dwoc quy dinh trong tai liéu nay. B4t ky thay déi nao
ddi voi d3c ta clia cac co ché ma dan dén thay ddi vé hanh vi chirc ndng déu dan dén thay ddi ma
dinh danh dbi twong dwoc gan cho cac co ché do.

6 Co ché thiét lap khoa dwa trén cay

6.1 M6 hinh tong quat

Viéc str dung cac co ché dugc quy dinh trong tai liéu nay cho phép thiét 1ap mot khoa bi mat dwoc chia
sé bdi tat ca cac thuc thé trong moét nhém duoc xac dinh. Diéu nay cho phép bét ky thanh vién nao cua
nhom gtri mot thdng diép dwoc ma héa dén tat ca cac thanh vién khac trong nhém sao cho chi cac thanh
vién trong nhém (va trung tdm phan phdi khéa) mai cé thé gidi ma dwoc thong diép do. Cac co ché nay
ciing cho phép trung tdm phan phdi khéa cap nhat khéa bi mat da dwoc thiét [ap dé dadm bao réng mot
théng diép dwoc ma héa chi cé thé dwoc gidi ma béi cac thuye thé 4 thanh vién cla nhém tai thdi diém
théng diép do dwgec ma hoa.

Hinh 1 thé hién mé hinh téng quat vé thiét 1ap khda cho nhiéu thuc thé, trong dé trung tdm phan phdi
khda cé thé lién lac v&i tt ca cac thuc thé. Viéc lién lac gitra trung tdm phan phéi khéa va cac thuc thé
khéng can phai bao mat. Trung tdm phan phdi khoa va méi thuc thé sé chia sé mét khoa riéng biét khac
nhau. Trung tdm phan phéi khéa chiu trach nhiém phan phéi khéa bi mat dwoc chia sé cho tat ca cac
thwe thé dang hoat déng. Yéu ciu tham gia/rdi khéi dwoc thé hién la (1) va viéc phan phéi khéa cho cac
thwe thé 14 (2), (3), ..., (n+ 1). Tw (2) tré di, thi tw theo d6 cac cap nhat xay ra khéng quan trong.

CHU THICH: Néu mét trong cac thyc thé ndm gitk khda bi mat dung chung khéng thé lién lac duwgc trong mét khoadng thoi gian,
thwe thé d6 co thé bé |& théong bao cap nhat khoa va do d6 sé khong thé tinh toan dwoc khoa bi mat chung da cap nhat.

11
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Hinh 1- M hinh téng quat cta thiét 1ap khéa cho nhiéu thwc thé

6.2 Qua trinh tham gia

M6t the thé gl yéu cau tham gia dén trung tdm phan phéi khoa dé bt dau qua trinh nhan khéa bi mat
dung chung. Néu tao lai khéa ca nhan dwoc sir dung, nhw can thiét d& hé tro an toan vé phia sau/vé
phia trwéc ctia nhom, thi trung tdm phan phdi khéa sé thwe hién qua trinh tao lai khéa sau khi yéu cau
tham gia dwoc chap nhan. Tuy nhién, néu st dung tao lai khéa theo 16, hé tro an toan vé phia sau/vé
phia trwéc vé&i cac khodng thoi gian, thi qua trinh tao lai khéa sé khong dwoc tw dong thwe hién tai thoi
diém nay.

6.3 Qua trinh roi di

M6t thye thé glri yéu clu rdi nhém dén trung tam phan phdi khéa dé ngirng nhan khéa bi mat dung
chung. Néu st dung tao lai khda ca nhan, thi trung tam phan phéi khoa sé thuwc hién cac quy trinh tao
lai khéa sau khi thyc thé do roi nhom. Tuy nhién, néu s dung tao lai khéa theo 16, thi trung tdm phan
phdi khda sé ghi lai cac thuc thé réi nhém cho khoang thoi gian tao lai khéa tiép theo.

CHU THICH: Khi st dung tao lai khéa theo 16, thuc thé rdi nhém van c6 thé gidi ma cac thong tin lién lac dwoc gl trong nhém
cho dén khi qua trinh tao lai khéa theo 16 tiép theo dién ra.

6.4 Qua trinh tao lai khéa

Qua trinh nay bao gém viéc trung tdm phan phéi khéa cap nhat khéa bi mat dung chung véi cac thuc
thé trong mot nhom:; né ciing c6 thé bao gdm viéc cap nhat cac khda ma hoa khéa. Néu st dung tao lai
khda ca nhan, thi quy trinh nay sé& dwoc thwe hién nhw moét phan clia cac quy trinh gia nhap va rdi nhom.
Néu st dung tao lai khoa theo 16, thi quy trinh nay sé dwoc thuc hién theo cac khoang thdi gian déu dan.

6.5 Cau truc khéa logic

6.5.1 Téng quat

Céc co ché thiét 1ap khoa co thé dwoc phan loai theo cAu tric logic dwoc xac dinh béi cach thire dwoc
str dung dé phan phdi khéa bi mat dung chung tir trung tdm phan phéi khéa dén cac thuc thé hoat dong
trong nhém. Ba c4u trac khoa logic cu thé dwoc dinh nghia trong Diéu 6.5.2 dén 6.5.4.

6.5.2 Cau truc hinh sao

Trong céu trdc hinh sao, khéa bi mat dung chung dwo'c ma héa tryc tiép dé phan phdi bang cach sty
dung cac khoéa ca nhan dwoc gan cho cac thwe thé. Mét vi du clia cAu tric hinh sao véi 6 khdéa ma hoéa
khoa duwoc chi ra trong Hinh 2, trong d6 vong tron kép ky hiéu trung tm phan phéi khéa.
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Hinh 2 - C4u truc hinh sao

6.5.3 CAu truc hinh cay d-ary

Trong c4u trdc dang cay, sb lwong khéa ma hoa khoa ma céac thuc thé ndm gilr cé thé dwoc gidm bét.
Hinh 3 cho th4y cu tric cay nhj phan véi d = 2. Mét khoéa bi mat chung dwoc gan cho nuat gbc cla cay.
Méi khoa ca nhan dwoc gan cho cac nut |a cia cay. Ngoai ra, cac khéa ma hda khoa dwoc gan cho cac
nat khac. Cac khéa ma héa khéa nay duoc chia sé béi nhiéu thyc thé co khoa ca nhan dwoc gan cho
cac nut con chau ctia nut ma khéa ma héa khéa dwoc gan. Chi phi lién lac cla qua trinh roi di co thé
dwoc giam bang cach st dung cac khda ma hoa khoéa. Mbi thuc thé cé tat ca cac khéa dwoc gan cho
cac nut trén dwong di tlr nat gbe dén nut 1a ma khoéa ca nhan cla thue thé d6 dwoc gan. Do do, sb luvong
khéa ma mét thwe thé cé ty 1é thuan véi logarit cia téng sé thuwc thé dang hoat dong.

Hinh 3 - C4u truc hinh cay d-ary

6.5.4 Cau truc hinh cay téng quat

CAu tric hinh cay tdng quét co6 thé dwoc st dung lam cAu tric khoa logic. Cau tric hinh cay tbng quat
nay st dung mot cau tric hinh cay d-ary, trong d6 m thwc thé tao thanh mot cum. CAu tric nay co thé
dwoc xem la sy két hop gitra cu tric hinh sao véi m diém va cAu trac hinh cay d-ary. CAu trac nay coé
thé dwoc dung dé téi wu hda hiéu qua cla cac co ché thiét 1ap khéa (xem Phu luc B). Hinh 4 minh hoa
cau truc hinh cay véi d = 2 va m = 4. C4u tric hinh cay tdng quat bao gdm mét cau tric hinh cay d-ary,
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tuy nhién, diéu nguwoc lai thi khéng thé. Vi duy, clu trac hinh cay trong Hinh 4 khéng phai la mét cAu trac
hinh cay d-ary.

Q /O O\ OQ /O O\ O

.. .00 OO0 OO0 O

Hinh 4 - C4u truc hinh cay téng quat

6.6 Co ché thiét lap khéa dwa trén khéa déi xirng

6.6.1 Tong quat

Tiéu chuan nay dinh nghia hai co ché thiét |ap khéa dwa trén mat ma khéa ddi xirng cho nhiéu thyc thé,
dwa trén cAu trac hinh cay téng quat: 1) co ché tao lai khéa ca nhan va 2) co ché tao lai khoa theo 16.
Trong co ché tao lai khéa ca nhan, qua trinh tao lai khéa dwoc thwe hién méi khi mét thuc thé tham gia
hoac roi di.

6.6.2 Co ché 1 - Co ché thiét lap khoa bang tao lai khéa ca nhan

Co ché nay dya trén cAu tric cay véi tao lai khda ca nhan.

a) Qua trinh tham gia

Gia dinh rng c6 moét tap hop n thwe thé dang hoat dong {uq, u, ..., up}, va mdt thwe thé méi up+q tham
gia. Goi Ka ((uj) 1a khoa t6 tién cla thuc thé u;j dwoc gan cho I&p thir / tinh tir nat gbe cta hé théng phan
cép khoa logic. Goi h la chiéu cao cta hé théng phan cap khoa logic.

1) Thuwc thé uy. glri yéu cau tham gia dén trung tdm phan phéi khoa.

2) Trung tdm phan phdi khdéa gan khoéa ca nhan un.s (ttc 1a Ki(up+1)) dén nat 14 cta hé théng phan
cép khaa logic.

3) Trung tdm phan phdi khoa tao cac s6 ngau nhién va cap nhat khoa tb tién ctia khéa ca nhan cla
un+1 bang cach st ung céc sé nay. Kss, Ka,1(un+1), KA 2(Up+1), ..., KA h(un+1) dugce cap nhat
thanh K'ss, K'a 1(un+1), K'A 2(un+1), ..., K'a h(un+1) tvong (ng.

4) Trung tdm phan phoi khéa ma héa moi khéa dwoc cap nhat bang khéa cii, va phat quang ba né.
Ticla e(Kss, K'ss), e(Ka, 1(un+1), K'A 1(Un+1)), (KA 2(Un+1), KA 2(Un+1)), -, va e(KA h(Uun+1),
K'A,h(Uun+1)) dwoc phat quang ba.

5) Méi thuc thé co dwoc cac khda da cap nhat bang cach sir dung cac khéa ci.

6) Trung tdm phan phoi khda ma hoa cac khoa da dwoc cap nhat K'ss|| K'a 1(un+1)ll K'a,2(un+1)Il---|
K'A,h(Un+1) bang khéa c& nhan up+q va gl e(Ki(up+1), K'ssll K'a,1(un+ DIl K'a2un+ DIl |
K'A,h(Un+1)) dén up+1.
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7) Thuec thé up+1 nhan dwoc céc khoa.
b) Qua trinh r&i di
Gia dinh c6 n thuc thé dang hoat dong {us, Uz, ..., Un}, va thuc thé uj (1 < < n) roi khdi nhom.
1) Trung tdm phan phéi khoa tao cac s6 ngau nhién va cap nhat cac khoa t6 tién clia khda ca nhan u;
bang cach str dung cac sb nay. Ksg, Ka1(U)), Ka2(U)), -y Ka p(U)) lan lwot dwoc cap nhat thanh K'sg,
AUy, Kao(Uy), ..., Ka p(u)) trong trng.
2) Trung tdm phan phéi khda ma héa tirng khéa da dwoc cap nhat bang cac khda con ngoai triv khoa

cé nhén cua u; va phat quéang ba ching. Vi du K'ss duwo'c mé hoa bang cac khoa con K 1, Kc 2, .-y
KC,d’ va e(KC’»], K'Ss), e(Kcyz, K'Ss), ...,Vé e(KC’d, K'SS) dU’Q’C qUéng bé,

CHU THiCH Trong trvong hop cac khoa con dwgce cap nhat, thi cac khéa con da dwoc cap nhat dwec str dung.
3) Méi thuc thé nhan dwoc cac khoa dwoc cap nhat bang cach st dung cac khoa con.
Vi du trng dung 1

Vi du nay minh hoa qua trinh tham gia ctia Co ché 1 trong kich ban dwoc thé hién & Hinh 5. Gia dinh
rang trung tdm phan phdi khoa sir dung hé théng phan cp khéa logic trong Hinh 6 va thyc thé H bat
dau tham gia vao. Nhac lai rang, méi thwc thé dang hoat ddng cé tat ca cac khoa dwoc gan cho cac nat
trén dworng dan cla hé théng phan cép khoa logic, tir nat 1a twong (ng véi khda ca nhan cla thuc thé
do dén nut goc. Vi du, thuc thé A cé cac khoa K(A), Ka 3, Ka 1, va Kss.

Hinh 5 - Qua trinh tham gia ctia co’ ché 1 — co’ ché tao lai khéa ca nhan
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Hinh 6 - Quy trinh khéa logic

Céc khoa duoc cap nhat (UpdatedKeya.c), dwoc phat quang ba bdi trung tdm phan phdi khéa dén A, B,
C, D E FvaGla:

UpdatedKey,.g =e(Kss, K'ss)lle(Ka 2, Ka2)lle(Kae K'as)
Cac khoa duwoc cap nhat (UpdatedKeysy), dwoc glvi béi trung tam phan phéi khoa dén H la:
UpdatedKeyy; = e(K\(H), K'ss||K'a 2llK'a6)

(1) H glri yéu cau tham gia dén trung tdm phan phdi khoa.
(2) Trung tdm phan phéi khéa tao va phat quang ba UpdatedKey, . dénA,B,C, D, E F vaG.
(3) Trung tam phan phéi khoa tao va glri UpdatedKey . dén H.

CHU THICH Trung tam phan phéi khoéa va thuc thé H da chia sé khoéa ca nhan cuia H truéc do.
Vi du trng dung 2

Vi du nay minh hoa qua trinh r&i di ctia Co ché 1 trong kich ban dwoc thé hién & Hinh 7. Gia dinh rang
trung tam phan phéi khéa str dung hé thdng phan cap khoa logic trong Hinh 6 va thyc thé H mudn roi di.

Hinh 7 - Qua trinh r&i di ctia co ché 1 — co’ ché véi tao lai khéa ca nhan

Dang clia cac khoa cap nhat (UpdatedKeya.c) dwoc phat quang ba béi trung tm phan phébi khoa dén A,
B, C D E F vaGla:

UpdatedKey . =e(Ka 1,K'ss)lle(K'a 2 K'ss)l|e(Ka 5 Ka 2)ll€(K'a 6.Ka 2)l€(K(G), K'a6)

(1) H gi yéu cau roi di dén trung tdm phan phédi khoa.
(2) Trung tdm phan phdi khéa tao va phat quang ba UpdatedKey,.; dén A, B, C, D, E, F, va G.

6.6.3 Co ché 2 — Co ché thiét lap khéa bang tao lai khoa theo 16

Trong co' ché tao lai khéa theo 16 véi khodng T, qua trinh tao lai khoéa dwoc thwe hién dinh ky sau mai
khoang thoi gian T.
a) Qua trinh tham gia

Gia dinh rang c6 n thyc thé dang hoat dong {uy, Us, ..., Uy}, va thuc thé u,., tham gia vao nhom.

1) Thuc thé up. glvi yéu cau tham gia dén trung tam phan phéi khéa.
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2) Trung tdm phan phéi khda gan khoa ca nhan cla un+s (tlec 1a K(uU,,+4)) cho nat 14 ctia hé théng phéan
cap khaa logic.

3) Trung tdm phan phdi khéa ma héa cac khoa té tién ctia khdéa ca nhan cla u,,,4 bang chinh khéa cé
nhan cla u,.(. Sau dd, trung tam phan phdi khéa giri e(K(U.1), KssllKa, 1(Uns DIKa 2(Unset)] -
||KA,h(Un+1)) den Un+1-

4) Thuyc thé un+s nhan duwoc Kgg va Ka 1(Un1), Ka2(Une)s - Kap(Uner)-

b) Qua trinh roi di

Thuwe thé roi di giri yéu cau rdi di dén trung tam phan phéi khoa.
CHU THICH Viéc tao lai khoa khéng dwoc thire hién trong qua trinh réi di cla co ché tao lai khéa theo 16.
¢) Qua trinh tao lai khéa

Qua trinh nay dwoc thyc hién theo mét khoang thoi gian déu dan T. Gia dinh cé mét tap hop n thuc thé
dang hoat déng {u+, Us, ...us} va cac thuc thé ctia tap hop {ui1, uj2, ..., uj K} roi di trong mét khoang thoi
gian tao lai khda. k la sb lwong cac thuc thé roi di trong khoang théi gian tao lai khoa i.

1) Trung tdm phan phdi khoa tao ra cac sb ngau nhién va cap nhat cac khoa td tién ctia cac khda ca
nhan uj1, u;2, ..., Ujk s dung cac s6 ngau nhién. Kgg, Ka,1(Uj1), Ka1(Uj2), ..., KA 1(Uj k),
KA, 2(uj1), Ka2Uj2), ..., Kpa2(Uik) o - KA K1), Kahi2), --.. KA k(U k) deoc cap nhat
theo thtr tw twong tng thanh K'ss, K'a 1(uj,1), K'A 1(ui2), ... KA 1(Uj k). KA 2(U 1), KA 2(ui,2),
- KA 2(Uj ), - KA KU} 1), Kh(Ui2), - K'A KU K)-

2) Trung tdm phan phdi khéa ma hoa tirng khéa da dwoc cap nhat bang tat ca cac khéa con cua né
trir cac khoa ca nhan cta uj 1, u;j 2, ..., Uj k va phat quang ba ching. Vi du K'sg dwoc ma héa voi
cac khéa con Kc 1, KC,2, ---» KC,d va e(Kc,1, K'ss), e(Kc,2, K'ss), -...,va e(Kc,qg, K'ss) dwoc
quang ba.

CHU THICH 2 Trong trwdng hop ma cac khda con dwoc cap nhat, thi cac khéa con da dwoc cap nhat duwoc sk dung.

3) Méi thue thé nhan dwoc cac khoa dwoc cap nhat bang cach sir dung cac khoa con.

Vi du trng dung 3

Vi du nay minh hoa qua trinh tham gia ctia Co ché 2 trong kich ban dwoc thé hién & Hinh 8. Gia dinh
rang trung tdm phan phéi khoa sir dung hé thdng phan cép khoa logic trong Hinh 6 va thyc thé H tham
gia vao. Nhac lai rdng méi thuc thé co tat ca cac khoa dwoc gan cho cac nut trén dwéng dan cla hé
théng phan cép khoa logic, tir nut 14 twong (ng véi khdéa ca nhan cua thuc thé dé dén nut gbe. Vi du,
thur thé A 6 Ki(A), Ka s, Ka 1, va Kss.
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Hinh 8 - Qua trinh tham gia cta co’ ché 2 — co’ ché Tao lai khéa theo 16

Dang cuia cac khéa cap nhat CurrentKey,; dwoc glri bdi trung tdm phan phéi khéa dén H nhw sau:
CurrentKeyy =e(K|(H), Kss||Ka 2llKa 6)
(1) H gt yéu cau tham gia dén trung tdm phan phédi khoa.
(2) Trung tdm phan phéi khéa tao va glri CurrentKey,, dén H.
Vi du &rng dung 4
Vi du nay minh hoa qua trinh rdi di ctia Co' ché 2 trong kich ban dwoc thé hién & Hinh 9. Gia dinh rang

trung tm phan phdi khéa str dung hé théng phan cap khéa logic trong Hinh 6 va cac thuwc thé A va H phai
roi di.

Hinh 9 — Qua trinh Tao lai khéa cua co’ ché 2 — co’ ché véi tao lai khoa theo 16

Céc khoa cap nhat (UpdatedKeys.c) dwoc phat quéng ba bdi trung tdm phan phdi khéa dén B, C, D, E,
F va G nhw sau:

UpdatedKeyp.¢ = &(K'a, 1,K'ss)l|(K'a 2:K'ss)l|€(K'a 3, K'a, 1)l €(Ka 4, K'a, 1)l
e(Ka,5:Ka2)lle(Ka6.Ka2)lle(K(B).K'a3)lle(Ki(G).K'as)

Trung tdm phan phdi khéa tao va phat quang ba UpdatedKeys.c dén B, C, D, E, F, va G.
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7 Quan ly khéa nhém dwa trén chudi khéa véi chubi khoéa vé phia trwéc bi gi¢i han
7.1 M6 hinh téng quat

Dé gi6i han thoi gian hiéu lwc cla cac khoa trong pham vi (trong gi¢i han) s& hoi vien nhém tinh, cac
chubi khoa rét hivu ich. Chubi khoa cé thé gi¢i han quyén truy cap vao théng tin da dwoc ma héa trong
cac phién lam viéc twong lai, cac phién lam viéc trong qua khir, ho&c ca hai. Trong mét chudi khda, cac
khoa riéng 1&/ca nhan phu thudc vao nhau. Str dung mét gia tri khéi tao, khéa dau tién sé dwoc tinh toan.
Khéa thr hai dwoc tinh toan dwa trén khéa thtr nhéat, khoa thir ba dwa trén khoa thir hai, va ct thé tiép
tuc. Néu thwe thé phi tap trung c6 kha nang thwe hién phép tinh nay, né sé cho phép viéc tao khoa phi
tap trung mét cach hiéu qua. Do dai cha chudi khéa duwoc gidi han bdi mét sb lwong khoa duoc xac dinh
trwdc. Bat ky mot khda cu thé ndo trong chudi khoa, cling véi khodng thdi gian ma né cé hiéu lwc, sé
xac dinh khoang thoi gian ma théng tin dwoc ma héa cé thé dwoc gidi ma bang chinh khéa do.

Trong tiéu chuan nay, hai loai chudi khéa dwoc xem xét. Chudi khoa vé phia trwdc gidi han quyén truy
cap vao thdng tin da ma héa trong qua khi (tirc 1a an toan phia trwdc clia nhém), trong khi chudi khoa
vé phia sau gi¢i han quyén truy cap vao thdng tin da ma hoéa trong twong lai (térc 1a an toan phia sau cla
nhom). B&i vi sé lwong khéa trong moét chudi khoa phia trwdec va phia sau 1a hivu han, sé lwong khoa
trong cac chudi nay phai dwoc lwa chon can than khi trién khai hé thng.

Viéc tinh toan cac khda trong chudi dwa trén cac ham moét chiéu. Cac ham mét chiéu chi cho phép tinh
toan theo mét hwéng duy nhat. Biéu nay cé nghia la, bat dau tir két qua cia mot ham mét chiéu, khéng
thé tinh toan nguoc lai dé tim ra gia tri khéi dau. Ham dan xuét khéa tir TCVN 7817-6 (ISO/IEC 11770-
6) sé dwoc chon cho ham mét chiéu nay.

Cac bién phap dac biét sé dwoc thyc hién dé ngdn chan cac cudc tan céng théng dong, trong dé6 mét
ho&c nhiéu ngudi tham gia cb y cung cap thdng tin cho ké tAn cong. Néu mét thuc thé co quyén truy cap
vao mot phan cia chudi khda, va mét thwe thé khac co quyén truy cap vao mot phan khac cla cling
chudi khoa dé, ho cé thé tai tao lai chudi khda tir diém khéi dau thap nhéat ctia ca hai phan cho dén diém
két thuc cao nhét clia ca hai phan.

Céc khda ctia mdt chubi khoa sé phai dwoc xir ly nhw cac khda bi mat, va viéc chuyén tiép chung téi
céac thuc thé khac can phai dwoc ngan cam.

7.2 Tinh toan cua trung tam phan phéi khéa
7.2.1 Cac chudi khéa
Thuc thé phan phdi khéa can thiét 1ap cac chubi khda truwdc khi hoat dong binh thwéng. Diéu nay cé

nghia 3, tuy thudc vao nhu cu, chubi khda vé phia truéc va/hodc chubi khoa vé phia sau sé phai duwoc
xac dinh. Khi dé, két qua cho chudi khoa vé phia trwdc la:

Kew = {Kew,0-Krw, 15+ - - Kew, n-1:Kew
Va cho chudi khéa vé phia sau:
Kaw = {Kaw,0.Kaw, 1+ Kaw,7-1:Kpw, - -}
Ca hai chudi khoa déu dwoc tinh toan bang cach sir dung cac ham mét chiéu.

Trong trwdng hop nay, cac gia tri khéi dau la Kew,n va Kgw,o- Chi sb n cla gia tri khdi tao Kew n phai
duwoc chon mét cach thich hop dya trén cac khia canh (rng dung va trién khai, vi né danh dau diém két
thuc ctia chudi khéa vé phia truéc.
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7.2.2 An toan vé phia trwéc cia nhém

Trung tdm phan phdi khéa xay dwng chudi khda vé phia trwéc bang cach str dung gia tri khdi dau da cho
Krw. - Bat ky khoa nao co trong chubi gi¢i han déu cé thé dwgc tinh toan bang cach:

KFW,n-i—1 = OWF(KFW‘,H'), i= 0,1,2, ...,n-1

trong d6 OWF 1a mdt ham mét chiéu. Mi quan hé twong tac co thé dwoc biéu thi nhw sau:

Hinh 10 ciing trinh bay viéc tinh toan chubi khoa phia trwdc Ky ... Kew o

Chubi nay dat dwoc tinh an toan vé phia trwéc véi khoang T, vi viéc biét khéa Krw, 7 khong cho phép tinh
toan bét ky khoa Kry; nao voi t>T.

Hinh 10 - Xay dwng chudi khéa phia trwéc bang cach sir dung ham mét chiéu
Vi du trng dung 5

Trong vi du nay, viéc xay dwng chudi khda vé phia truéc Cl’J? trung tdm phan phéi khéa str dung ham

OKDF1 tr TCVN 7817-6 (ISO/IEC 11770-6) lam ham mdt chiéu va thyc hién cac budc sau.

1) Trung tdm phan phdi khoa tao ra mot s6 ngau nhién an toan lam gia tri khdi dau rey it -

2) Trung tdm phan phdi khéa str dung ham OKDF1 dé bam gia tri khéi dau ngau nhién thanh mét kich
thwée ¢ dinh c6 do dai phu hgp. Dau ra dwoc dung lam khoa dau tién, Key,, . Tc 18, Kew n Kewn =
OKDFA(rgw init) dworc tinh toan.

3) Phan tt tiép theo clia chudi dwoc xay dwng bang cach str dung Kry , 1am dau vao cho OKDF1 va st
dung dau ra ciia ham |a Kew,n-1: Kew,p-t = OKDF1(Kgy p)-

4) Céac khéa méi clia chudi dwoc tao ra bang phwong phap dan xuat khéa da dwoc phé duyét. Pau vao
ludn |a khéa cudi cung hién tai ctia chubi, Kew n-i+1, Va daurala Kew n-i- Kew n-i = OKDFA(Keyy f-41)-

5) Viéc tinh toan két thdc ngay khi trung tam phan phdi khda tuyén bo mét gia tri cudi cing Kew o

7.2.3 An toan vé phia sau cia nhém

An toan vé phia sau clia nhém c6 thé dwoc thuc hién bang cach xac dinh chudi khoéa phia sau. B4t ky
khéa nao c6 trong chudi déu cé thé duoc tinh toan nhw sau:

KBW,i+1 = OWF(KBW:,'), i= 0,1 ,2,...
Trong d6 OWF la mét ham mét chidu. Mbi quan hé twong quan cé thé dugc biéu thi nhw sau:

20



TCVN XXXX-4:2024

Trung tam phan phdi khéa cé kha nang tinh toan lién tuc chudi khéa phia sau Kswo --- Ksw,7 --- nhw
dworc trinh bay trong Hinh 11.

Chudi nay dat dwoc tinh an toan vé phia sau véi khodng T, vi né khéng cho phép truy cap vao théng tin
da mé& hoa tai thoi diém ¢<T trong treong hop thwe thé nguwdi dung biét khoa Kgy, 7 Bét ky chudi khoa
nao Kgyw,; .- Kgw,7-.- déu dwa ra han ché cho bat ky thoi gian nao t < t,.

Hinh 11 - Xay dwng chudi khoéa phia sau bang viéc str dung ham mét chiéu
Vi du trng dung 6

Trqng vi du nay, viéc xay dwng chubi khda phia sau cua trung tam phén phéi khoa str dung ham dan

xuat khéa OKDF1 tir TCVN 7817-6 (ISO/IEC 11770-6) lam ham mdt chiéu va thwc hién cac buwéc sau.

1) Trung tam phan phdi khoa tao ra mét s6 ngau nhién an toan cé tén la rgy i 1am gia tri khoi tao.

2) Trung tdm phan phéi khéa st dung ham bam OKDF1 dé bam gia tri khéi tao ngau nhién thanh mot
kich thwdc ¢ dinh theo yéu cau. Dau ra clia ham bam nay dwoc st dung lam khoa dau tién, Kgyy o.
No6i cach khac, khdéa dau tién Kgw o duoc tinh toan bang codng thirc: Kew o = OKDF1(rgy init)-

3) Phan t& tiép theo cua chudi duoc xay dung bang cach str dung Kgyy o lam déau vao cho OKDF1, va
dau ra clia ham nay dwoc dung lam Ksw 1: Kew 1 = OKDF1(Kgw 0)-

4) Céc khéa méi trong chubi dworc tao ra bang cach st dung ham OKDF1. 'ng v&i méi lan 18p, dau vao
ludn 1a khoa cubi cung hién tai cla chubi, dwoc ky hiéu 1a Kgyy ;, va dau ra la khoa tiép theo Kgyy j+1:

Kgw i+1 = OKDF1(Kgy,)-

7.2.4 An toan vé phia trwéc va vé phia sau
Dé két hop gilra an toan vé phia trudc va vé phia sau, cac chudi khda riéng 1& dwoc két néi véi nhau dé
cho phép truy cap cé gi6i han theo ca hai hwéng. Viéc nay dwoc thwe hién bang mot ham khac tén 1a
COM, dung dé két hop cac khoa riéng 1é Key; va Kgy;. Ham COM co thé phu thudc vao mot khda K
dwoc chia sé gitra trung tdm phan phdi khoa va cac thue thé nguoi dung. Két qua két hop nay tao ra
khoa

K,' = COM(KFW:,', KBW,i)’ i= 1,2,...

Diéu nay sé dwoc kiém tra xem bat ky khéa nao dwoc tao ra K; cé dap (rng cac yéu cau bao mat cla
thuat toan ma hoéa, vén sé sir dung K; lam khoéa bi mat hay khéng. Mac du rat kho dé tao ra cac khoda
yéu, nhwng can phai cé cac bién phap dbi phd, va rét cé thé viéc tao lai khda sé la can thiét trong truéng
hop nhw vay.
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Vi du vé& ham COM(X, Y) dé tao khéa ma hoa K; co d6 dai k, trong trwérng hop khoa nay khdng phu thude
vao khéa chung K:

COM(Krw s Kaw,i) = CUT(k,OKDF1(Krw | Kgw i)

Vi du nay st dung ham dan xuat khéa OKDF1 tlr TCVN 7817-6 (ISO/IEC 11770-6) va thuc hién cac
bwdc sau:

1) Krw, va Kgw,; dwoc nbi lai voi nhau.

2) Gia tri cua (Krw i || Kew i) dwgc dung lam dau vao cho ham OKDF1.

3) M6t chubi con gém k bit cé trong sé thap nhét tir dau ra ctia ham OKDF1 dwoc chon.

4) Két qua duwoc sir dung lam khoa K; dé giai ma dir liéu da dwoc ma hoa.

Mét vi du thay thé vé ham COM(X, Y) trong trwdng hop khéa K; cé phu thudc vao khoa K:
COM(Krw,» Kaw,i) = CUT(k, OKDF6(Krw, i |Ksw,i» K))

Vi du nay sir dung ham dan xuat khéa OKDF1 tr TCVN 7817-6 (ISO/IEC 11770-6) va thwc hién cac
buéc sau:

1) Krw,i Va Kgw,; dwoc ndi lai voi nhau dé tao ra chudi s = (Kew 1|Kaw)-

2) Gia tri s dwoc sir dung lam théng tin bi mat, va t' = K dwoc st dung lam gia tri ngau nhién cho dau vao
ctia ham OKDF®6.

3) M6t chudi con gébm k bit cé trong sé thap nhat tir dau ra ctia ham OKDF6(s, t') dwoc chon.
4) Két qua duoc sir dung lam khéa K; dé giai ma dir liéu da dwoc ma hoa.
7.3 Tinh toan b&i thwc thé client

Dé truy cap théng tin dwg'c ma hda, bén nhan phai ¢ cung cac khoéa véi trung tm phan phéi khéa (KDC)
trong subt thdi gian do. Viéc truyén toan bd chudi khda tir KDC dén bén nhan Ia khéng hiéu qua. Do do,
bén nhan dwoc phép tinh cac chudi khéa. D& duy tri sy gi¢i han truy cap, bén nhan sé khong duoc gity
céc gié tri khi tao cla cac chubi khoéa.

Nhin chung, bén nhan dwgc cung cép cac gia tri Key jx (i+k < n) cho chudi khoa vé phia tredc va Ky
cho chudi khéa vé phia sau. V&i cac khéa nay, viéc truy cap vao cac dir liéu cé thdi gian t < t; hodc t >
ti+k la khéng thé

Bén nhan ciing dwoc cung cap cac ham can thiét dé tinh toan chudi khéa. Chubi phia trwéc va chudi
phia sau khdng nhét thiét phai st dung cung mét ham mot chiéu OWF.

Viéc tinh toan chudi khoa vé phia truéc, chudi khoa vé phia sau va chudi khéa két hop dwoc thye hién
theo cuing mot cach da dwoc mo ta trong 7.2.2 dén 7.2.4.
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PHU LUC A
(Quy dinh)
Dinh danh déi twong

KeyManagementGroupKeyManagement {
iso(l) standard(0) key-management (11770) part5(5) asnl-
module (0) key-management-mechanisms (0) }

DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EXPORTS All; --
-—- IMPORTS None; --

OID ::= OBJECT IDENTIFIER -- alias

-- Synonyms --

is11770-5 OID ::= { 1iso(l) standard(0) key-management (11770) part5(5)
mechanism OID ::= { i1s11770-5 mechanisms(1l) }

-- Symmetric Key-based Key Establishment Mechanisms --
ke-mechanism-ind-re OID ti= {

mechanism 1 } ke-mechanism-bat-re OID

::= { mechanism 2 }

-- Key Chain-based Group Key Management --
ke-chain-with-limited-for-key-chains OID ::= { mechanism 4 }
-- Key Chains with Tree-based Key Distribution --

ke-chain-with-tree-based-key-dist OID ::= { mechanism

5 } END -- KeyManagementGroupKeyManagement --

TCVN 7817-5:2026
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PHU LUC B
(Tham khao)
Co ché can bang tai cho cau tric cay téng quat

Phu luc nay mb ta anh hwéng cla viéc str dung co ché can bang tai déi véi clu tric cay tdng quat,
nhw da dwoc dinh nghia trong Diéu 6. Téng chi phi lién lac hodc téng chi phi tinh toan dwoc ap dat
lén mot trung tdm phan phdi khoa (KDC) va cac thye thé ¢ thé dwoc can bang bang cach thay dbi
clu truc cia hé théng phan cap khoa logic. Téng chi phi lién lac dwoc xac dinh béi s6 lwong khoa
can dwoc cap nhat. Ngoai ra, tng chi phi tinh toan dwoc ap dat lén mot KDC va céac thyc thé duoc
xac dinh 1an lwot bdi tdng sé quy trinh ma hoéa va giai ma. Ching dwoc dinh nghia bang cac tham sé
d va m. Chi phi lién lac va tinh toan cho hai vi du vé bd tham sé dwoc cho trong Bang B.1 va Bang
B.2.

Noi chung, cé sy danh dbi gitra chi phi lién lac téi da va chi phi tinh toan téi da. Trong c4u tric cay
d-ary, sy danh ddi nay dwoc kiém soat bdi bac d cia cay. Chi phi lién lac cao nhét va chi phi tinh
toan cao nhét ap dat I&n cac thwc thé sé ting, trong khi chi phi tinh toan cao nhéat ap dét [&n trung
tam phan phdi khéa (KDC) sé gidm khi tham sb d gidm. Chi phi lién lac/tinh toan tbi da cé nghia 1a
tdng chi phi lién lac/tinh toan cao hon trong qua trinh tham gia va qua trinh r&i di. CAu trdc hinh cay
tdng quat cho phép can bang tai chi tiét bang cach thay déi hai tham sb: bac d ctia hé théng phan
cap khoa logic va sé lwong thuc thé trong mét cum m.

Bang B.1 - Chi phi lién lac va tinh toan téng thé khi ngw®i dung thir 64 tham gia hoac roi
khéi mét cay véi 63 ngwei dung va bac cay d=2.

Tong chi phi | Téng chi phi tinh toan | Téng chi phi tinh
lién lac tac dong lén trung toan tac dong Ién
tam phan phéi khoa thwc thé
Qua trinh tham gia 6 7 121
Qua trinh r&i di 6 11 120

Bang B.2 — Téng chi phi lién lac va tinh toan khi ngwi dung thir 64 tham gia hoac r&i khéi
mot cay v&i 64 ngwei dung va bac cay d=4.

Tong chi phi | Tong chi phi tinh toan | Téng chi phi tinh
lién lac tac dong lén trung toan tac dong lén
tam phan phéi khéa thwc thé
Qua trinh tham gia 3 4 82
Qua trinh roi di 3 11 81
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Thw muc tai liéu tham khao

TCVN 11495-1 (ISO/IEC 9797-1) Cbng nghé thdng tin - Cac ky thuat an toan - Ma xac thyc théng
diép (MAC) - Phan 1: Co ché stir dung ma khéi.

TCVN 11495-2 (ISO/IEC 9797-2) Cbng nghé thdng tin - Cac ky thuat an toan - Ma xac thyc théng
diép (MAC) - Phan 2: Co ché st dung ham bam chuyén dung.

TCVN 11816-3 (ISO/IEC 10118-3) Coéng nghé thong tin - Cac k¥ thuat an toan - Ham bam - Phan
3: Ham bam chuyén dung.

TCVN 7817-1 (ISO/IEC 11770-1) Cng nghé thng tin - K§ thuat mat ma - Quan Iy khoa - Phan 1:
Khung tdng quat.

TCVN 7817-3 (ISO/IEC 11770-3) Céng nghé théng tin - K§ thuat mat ma quan ly khoa - Phan 3:
Cac co ché st dung ky thuat khéng dbi xirng.

TCVN 12853:2020 (ISO/IEC 18031:2011) Céng nghé thdng tin - Cac ky thuat an toan - Bo tao bit
ngau nhién

TCVN 11295 (ISO 19790) Céng nghé théng tin - Cac k§ thuat an toan - Y&u ciu an toan cho mé-
dun mat ma.

25



